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MEMORANDUM FOR: Deputy Director for Administration 


FROM: Robert W. Gambino 
Director of Security 


SUBJECT: Unauthorized Disclostres 
Probable Solutions 


REFERENCE: Prepared Statement by Mr. W. Donald Stewart 
for the Senate Select Committee on Intelligence, 
dated 3 February 1978 


1. Action Requested: None; for your information 
only. 


2. Background: In response to your request, the Office 
of Security has reviewed. the referent Statement by Mr.. Stewart 
on the subject of unauthorized disclosures. While we agree 
with his many concerns over "leaks" of Classified intelligence, 
we note that his proposed solutions have been directed toward 
the Department of Defense and the military establishment to 
the exclusion of. the other participating agencies of the 
Intelligence Community. This view is not intended to be 
critical of Mr. Stewart or his desire to improve the investi- 
_gative process of the DOD. To the contrary, should his recom- 
mendations be. implemented, at least one major component of the 
Community. would be. strengthened to the benefit of all concerned. 


_3. The unlawful disclosure of intelligence sources and 
methods in the news media is a matter of concern :to the entire 
Intelligence..Community. The various NFIB agencies, through the 
Security Committee, Working Group ‘on Unauthorized Disclosures, 
have, over the years, examined a number of potential remedial 
‘actions to solve, or at least abate, the continual problem of 
"leaks."" One-of the: most fundamental. remedial actions is an 
immediate and comprehensive investigation to determine the 
identity of those responsible. 
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4, While Intelligence Community security components react 
promptly to "leaks," they are limited to their individual 
spheres of authority. Whenever an investigation extends out- 
side the sphere of authority of a given agency, it is necessary 
for that agency to formally transfer investigative action to 
another department or agency. At that point, the concerned or 
transferring agency is completely dependent upon the resources 
of the other department or agency and cannot be assured, in all 
instances, that at some point the desired investigation will not 
be aborted or given secondary attention because of more pressing 
matters of concern. . 


5. The one government agency that could be‘relied upon, 
and has the authority, to conduct the extensive type investi- 
gation required in these cases is the Federal Bureau of Investi- 
gation (FBI). . However, before the FBI can conduct any investiga- 
tion. involving an unauthorized disclosure they must first obtain 
Department of Justice (DOJ) approval. Any such approval is 
predicated,.in each.instance, upon a determination, by the 
requesting agency, that the compromised material: or information 
can be declassified for prosecution purposes. These procedures 
create a dilemma in which the more sensitive the unauthorized 
disclosure the less likely it is that a swift, energetic 
investigation will be conducted. The repeated efforts of the 
DCI to convince the DOJ of the need for more streamlined 
procedures which would enable the FBI to act promptly in these 
cases, have all met with negative results. 


6. Historically; the Agency has been very selective 
in the cases it has referred to the DOJ. In certain instances 
the purpose for the referral was based on evidence developed 
during the initial in-house investigation leading to a probable 
source of the "leak.'"' In other cases the severity of the 
disclosure was sufficient to request a government-wide investi- 
gation. In all such referrals we were dénied FBI assistance 
because the intelligence information disclosed could not be 
declassified. 


7. We fully recognize that intelligence: information, 
regardless of how acquired, is time sensitive. That is to say, 
it is generally declared sensitive at the time the disclosure 
occurred. At.no time, however, has there been a concerted 
effort to determine whether the compromised information could 
be declassified at some future date, i.e., 30, 60, or 90 days 
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8. If it became a standard requirement to have proper 
authorities review each reported disclosure with the possibility 
of declassification within the short term reference period, we 
may find a lone case that could be referred to the DOJ with 
full assurance of our obtaining FBI assistance. 


9, In his paper, Mr. Stewart has noted that one of the’ 
main security problems. concerning "leaks" is that there is no 
one-in overall charge‘of leak matters in the U. S. Intelligence 
‘programs. We agree with Mr. Stewart and believe-it would-be 
most. appropriate to establish a single focal point for report- 
ing.all occurrences of-and investigations of unauthorized. 
disclosures. of classified data. This body would then be in a 
position, through monitoring, to force a determination of whether 
the classified data in question could be declassified now or 
later for prosecution purposes. Further, such an office, with 
the responsibility to oversee all "leak" investigations, would 
be able to insure an investigation was not prematurely aborted 
or given secondary attention. In the monitoring process, each 
NFIB member agency would report "leaks" to the central. authority 
who, in turn, would evaluate the initial investigative report 
and direct further inquiries to associate agencies where 
appropriate. That office would also initiate action regarding 
the possibility. of declassification and would be responsible 
for the referral of cases to the DOJ. 


10. The establishment of a centralized authority for the 
Intelligence Community would still enable the individual agencies 
to operate independently within their separate spheres of 
authority but would add the necessary essential ingredient of 
coordinating the efforts of all concerned. 


11. In August 1976, the National Foreign Intelligence 
Board, Security Committee (SECOM) established a Working Group 
on Unauthorized Disclosures (WGUD) to help in dealing with 
the vexing problem of increasing "leaks" to the news media. 
The WGUD is made up of personnel of departments and agencies 
represented on the SECOM and its function is to serve as an 
advisory body to the Committee, The charter states that the 
WGUD will meet at the call of the Chairman or upon request 
of any member agency or department. 


12. The present structure of the WGUD, in the opinion 
of many, does not permit it to function in an authoritative 
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capacity. It is incapable of initiating the necessary follow- 
up actions that are required in "leak" investigations because 
the members serve and act in a rather secondary manner and 
cannot always perform their assigned tasks in a prompt and 
timely fashion. The overall management of "leak" investigations 
should be centralized as a function of the SECOM staff with 

a single individual in authority. In this manner, investigative 
actions can be directed to the individual SECOM members who 

are the security representatives of their parent organizations 
and are capable of acting with greater authority. 


13. In considering: the restructuring of the SECOM, I 
fully intend to place strong emphasis on the need for overall 
improvement of "leak" investigations, Such cases need to be. 
and will be aggressively pursued. 


STATINTL 
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MEMORANDUM FOR: Deputy Director for Administration 
FROM: Director of Central Intelligence 


SUBJECT: Security Procedures 


Attached is a letter from a Mr. Donald Stewart concerning security 
procedures. Now that you are going to take over cognizance of the 
Security Committee and overall community security, I commend it to you. 
I don't know that we can carry out all the suqgestions he makes but, 
as you know, I'm for getting things into higher speed on this. His 
idea of a centralized location which would receive notification of all 


security leaks might possibly be a beginning. 


STATINTL 


STANSFIELD TURNER 


Attachment 
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TheDI Executive Registry 


Central Intelligence Agency [i -L44,73 


Se xO 
Washington, D. C.20505 


21 FEB 1979 


Mr. W. Donald Stewart, President 
Stewart Security Services 

Crystal House I, Apt. 202 

1900 South Eads 

Arlington, Virginia 22202 


Dear Mr. Stewart: 


Thank you for sending me a copy of your statement 
given to Mr. Gitenstein of the Senate Select Committee on 
Intelligence staff. The Agency has also been cooperating 
with the Committee on this subject, and I will be testifying 
in open session before the Subcommittee on Secrecy and 
Disclosure on 1 March. Unauthorized disclosures of 
sensitive information are a serious concern to me, and I 
hope the upcoming hearings will lead to progress in solving 
the problems involved. 


Yours sincerely, 
8/ Stansfielg Turner 


STANSFIELD TURNER 
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Crystal House |, Apt. 202 
1900 Scuth Eads 
Arlington, Virginia 22202 (703) 979-6540 
W. Donald Stewart, President Security Consultant - Investigations 


FEBRUARY 3, 1978 


STATEMENT BY MR. W. DONALD STEWART 
ON 
UNAUTHORIZED DISCLOSURES OF CLASSIFIED DEFENSE INFORMATION 
FOR 
THE SENATE SELECT COMMITTEE ON INTELLIGENCE 
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Unauthorized Disclosures of Classified Defense Information 


This statement is being voluntarily furnished by W. Donald Stewart 
for the benefit and interest of the Senate Select Committee on Intelli- 
gence. 


Qualifications of Author 


I served as an FBI Agent from July 1951 until August 1965, the last 
nine years as an Espionage Supervisor at FBI Headquarters, and From 
August 13, 1965 until December 1972 as Chief Investigator for the Office 
of the Secretary of Defense with the primary responsibility of investi- 
gating Unauthorized Disclosure cases. Because the Directorate for 
Inspection Services (DINS), commonly known then as the Secretary of 
Defense's Inspector General group, was phased out for economy purposes, 

I was appointed Inspector General of the newly formed (October 1972) 
Defense Investigative Service where I! remained until I retired on June 30, 
1975, During my tenure in DINS I handled 222 Unauthorized Disclo- 

sure investigations and numerous major criminal and counterintelligence 
investigations in accordance with the provisions of Department of Defense 
Directive 5210.50 entitled “Investigation of and Disciplinary Action 
Connected with Unauthorized Disclosures of Classified Defense Information" 
dated April 29, 1966, which made DINS the focal point of ail such viola- 
tions, and with the provistons of Department of Defense Instruction 
5200.22 entitled "Reporting of Security and Criminal Violations" (to 

DINS) dated September 12, 1966. 


In April 1969 L prepared a pamphlet entitled "Analysis of Unautho- 
tized Disclosure Investigations." ‘This consisted of a review of 125 
investigations conducted between March 1965 and March 1969. I described 
the whole program - Background, Authority, Source of Urauthorized Dis~ 
closures, Mechanics of Handling, Program Improvement, Positive Results, 
Personality Characteristics of Individuals Responsible for Unauthorized 
Disclosures, the Question of Prosecution, and Observations. 


Since I retired I have written a book entitled "Leaks" (not yet 
published) and founded Stewart Security Services. 


wie 
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Three Types of Unauthorized Disclosures 


From December 1972 until present I have continued to follow un- 
authorized disclosure matters in the press and have amassed a file of 
public source information. My experifence has led me to conclude that 
there are three types of unauthorized disclosures of concern; namely, 
the Overt, Covert, and Potential. These will be described in the sec- 
tion entitled "Discussion." But briefly the Overt types are those we 
read about in the newspapers and fall into one of eight categories of 
leaks also set out in the "Discussion" section. The Covert types are 
ones we know little about until an informant advises someone is attempt- 
ing to provide enemy foreign intelligence with classified Defense data. 
The third type, Potential, is one which I speculate that few have little 
knowledge of because there is no mechanism for reporting these and, 
until the advent of the above DoD Instruction 5200.22, even the Secre- 
tary of Defense would remain uninformed. This type develops from 
civilian or military personnel who have become disenchanted. Each 
person has the potential of orally disclosing Classified data to enemy 
foreign intelligence. Additionally, another Potential type of dis- 
closure can result from a lost Classified document, such as in one case 
of the lost Atomic Stock Pile Reports. 


Security Problem 


Our main security problem concerning "leaks" is that there is no 
one in overall charge of leak matters in the U.S. Intelligence program 
which presently operates Like amateur night. Each U.S. agency and mili- 
tary department operates independently of each other with practically no 
internal coordination. Matters of national security interest are often 
buried rather than have the military department or Government agency 
suffer any embarrassment resulting from a "goof" by one of its employees. 


Within the Defense Department, there is no such group as an Intel- 
ligence Security Advisory Board to specifically determine direct appro~- 
priate action concerning DoD personnel who pose a threat in that they 
might compromise highly classified intelligence data. Not having com- 
mitted a crime, prosecution is not the solution and, after the potential 
crime has been committed, the person may not be around to prosecute. We 
have had some potentially serious such cases which are mentioned in 
Potential Leaks in the Discussion section. Neither the FBI nor the CIA 
is normally notified. Some persons have been discharged to solve the 
military commander's problem. One was "granted immunity" to confess an 
espionage contact by the person's Commanding Officer, such immunity is 
normally the prerogative of the Justice Department. 
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There is no U.S. Covernment focal point for unauthorized disclo- 
sures within the Intelligence community. The FBI, for instance, only be- 
comes aware of a disclosure when it is reported by a Government component 
or the White House orders it to investigate. Most disclosures are 
handled in-house. Within DoD military agencies, there is a built-in 
conflict of interests. No military agency will embarrass itself by 
identifying a high ranking individual as the source of classified mat- 
ter. Only the former Directorate of Inspection Services had that 
capability. 


Most important is that there 1s too much reluctance to declassify 
material appearing in the press to initiate an investigation. Military 
services, for example, tenaciously defend a classification which by its 
own downgrade stamp may have already dropped from Secret to Confident- 
ial, or even if it has already been declassified in an open hearing. 
Other prohibitions against declassifying may be valid for the time, 
allowing the culprit to escape prosecution rather than allow the U.S. to 
suffer national security damage, but never have I known anyone to moni- 
tor the case for further prosecution when the original prohibitions 
ceased to exist, bearing in mind the Statute of Limitations. 


On occasion, an In Camera trial would be appropriate but our prin- 
cipal problem most frequently centers on the fact that the investigation 
is often aborted because of characters and "privileged leakers" (high 
Government officials and members of the U.S. House of Representatives 
and U.S. Senate) involved. Examples are provided in the Overt Leak 
section under the Discussion part. 


Possible Solutions 


Prosecution of leaks of classified data is generally considered 
under the Espionage Act, Sections 793 and 794, U.S. Code Title 18, and 
Section 2774, Title 42, U.S. Code of the Atomic Energy Act. These sec- 
tions relate to "leaks" to the news media. In both instances punishment 
of the "leaker" can only be achieved if it is determined the person in~ 
tended to injure the United States or provided data for the advantage of 
a foreign nation. Rarely can it be shown for criminal Prosecution pur- 
poses that the "leaker" wanted to injure the United States. Yet it 
cannot be ignored that a "leaker" in causing such a disclosure to be 
made in the press has to be very naive not to know that enemy foreign 
agents are reviewing our newspapers and benefiting from the classified 
disclosures. Therefore, an appropriate amendment to Sections 793 and 
794 and the Atomic Energy Act might be that it must be presupposed that 
in furnishing classified data which will appear in the press enemy 
foreign intelligence will become aware. 
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A second offering is that the Select Senate Intelligence Committee 
make itself or some other appropriate body the focal point for reporting 
all occurrences of and investigations of unauthorized disclosures of 
classified data. This body would then be in a position through monitor- 
ing to force a determination of whether the classified data in question 
couldn't be declassified now or later for prosecution purposes. This 
would insure in most cases that the violations received a review by the 
Justice Department. In all due respect, most General Counsels of con- 
cerned agencies often know little about this type of Federal law, 
including the possibility of prosecutions under the Conspiracy to Commit 
sspionage Act, but often usurp the Justice Department's prerogative by 
rendering their own opinion that the case can't be prosecuted. 


If there was an office, such as DINS, with the responsibility to 
oversee all leak investigations, it would be able to insure an investi- 
gation was not prematurely aborted when the next obvious lead might very 
well surface the culprit, as has often happened. 


DINS (Directorate for Inspection Services) did function in focal 
point manner within DoD and it was able to force more investigative 
effort from the military services than it intended and such pressure 
often was beneficial, 


Lastly, the enactment of some type of In Camera judicial procedure 
would be most helpful and could be reserved for special cases. It could 
be an outstanding asset in prosecution. I now think of the case of the 
NSA military sergeant who recently was reported in the press as having 
sold Top Secret information to foreign agents. Prosecution is stymied 
because of certain prosecutive prohibitions. Of course, thought could 
be given to putting this case on the "back burner" until these prohibi- 
tions are no longer valid and then resurrecting the prosecution so long 
as it still falls within the Statute of Limitations. 


Finally, we must make a stronger effort to bring leakers to crimi- 
nal justice or at least administrative justice so we can build a history 
of positive actions which will serve as a deterrent. To do this, all 
leak cases must be investigated aggressively. Military and other DoD 
components, since the abolishment of the Investigation Division of DINS 
in December 1972, have reportedly fallen back on the old “cop out" that 
"distribution has been too widespread for any investigation to be pro- 
ductive." Aggressive investigation in itself would make people within 
DoD, for example, aware of the Searetary of Defense's displeasure. 


I hope that this statement will, if nothing else, convey the thought 
that to have tight security you must really want tight security and 
there be no exceptions. Otherwise all concerned are wasting their 
efforts. 
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Discussion 
Overt Leaks 


No one could be more correct than the cartoon character, Pogo, to 
the effect that "We have met the enemy and they is us." 


For many years there has been much concern over “leaks" of classi- 
fied Defense information and there has been a great outcry about tight- 
ening the sections of the Espionage Statute which concerns itself with 
leak matter; promoting a British Official Secrets Act within the U.S. 
which shifts the burden of proof in some instances to the defendant as 
where a defendant is in receipt of classified information without 
authority; and to legislating an "In Camera" judicial procedure for 
holding a non-public trial involving the contents of classified docu- 
ments, thereby precluding the need to declassify it for prosecution 
purposes, a current major stumbling block. 


The practical side of the matter of curtailing "leaks" is that we 
wouldn't have very many if the investigatory process is allowed to 
proceed to the end which could result in criminal and/or administrative 
action taking place. For the greater part this doesn't happen because 
the investigation is often obstructed because of the characters and 
privileged leakers (high Government officials, Senators, Congressmen) 
who become involved and because of a dual standard of prosecution which 
exists. We always stand ready to take action against a GS-4 employee or 
a low ranking military person, but not against a high cane: person. 
Some examples of the above follow. 


1. Neil Sheehan of The New York Times had published articles 
on Vietnam dated March 9 and 21, 1968. Both were referred to 
the FBI for prosecution. The classified data in the March 19 
article came from CIA documents. Because the new Secretary of 
Defense, Clark Clifford, desired to have better relations with 
the press, the FBI was told that DoD had changed its mind about 
declassifying data in the March 21 article. Accordingly, when 
the CIA learned of this, it took the position that since DoD 
didn't want to go ahead with an investigation it would not pur- 
sue its case. The Assistant Attorney General therefore advised 
the FBL to cease its action. The March 19th article would have 
uncovered Daniel Ellsberg as its source. His identification 
would have spared us the Pentagon Papers, the Pentagon Plumbers, 
and all that followed including Watergate and President Nixon's 
resignation. Ellsberg confirmed he would have been trapped. 
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2. On March 26, 1970, an article entitled "Bunker in the 
Middle of the Chau Affair" appeared in the then Washington 
Star-News. Subsequent revelations revealed that the then 
Under Secretary of State, Elliot Richardson, was responsible 
for allowing Daniel Ellsberg to review highly classified 
cables and that Ellsberg subsequently leaked the data to the 
newspaper. The purpose reportedly was so that Richardson 
could focus President Nixon's attention on the plight of 
Tran Ngoc Chau, a Vietnamese assemblyman arrested by the 
Thieu regime. An investigation developed and the results 
were made known to Secretary of State William Rogers but 

the matter was never reported to the FBI and no action was 
taken against Ellsberg. It couldn't be without Richardson 
being accused also. 


3. On May 23, 1969, an article appeared in the Washington 
Post. entitled "Cost Study Urges Scuttling of Ten A-Subs," 
by George Wilson. The data was taken from a Secret memo 
entitled "FY 70 Budget" dated May 1, 1969. A bootlegged 
copy had been sent to Senator John C. Stennis! Senate Armed 
Services Committee. Subsequent investigation developed an 
excellent suspect. As the strings were being drawn tight, 
Senator Stennis contacted Secretary of Defense Melvin Laird 
and threatened if we did not cease our investigation he 


would initiate one on the Defense Department. Case Closed'. 


4. On May 10, 1970, an article appeared in the Washington 
Post entitled "Secret Laird Memo Bans Any Talk Even Hinting 
ABM Halt is Desirable." A reference, but not a detailed 
article, appeared in The New York Times. The Post had 

totally published an April 22, 1970, Secretary of Defense, 
Melvin Laird, Secret-Sensitive memo, to all senior Pentagon 
officials and senior echelon military commands instructing 

DoD personnel not to carry on any discussion remotely supgest- 
ing a halt to the ABM (Anti-Ballistic Missile) Program was 
desirable. A copy of the Laird memo was furnished anonymously 
to the Washington Post and The New York Times newspapers. 
Subsequent investigation identified the culprit and the matter 
was referred to the Justice Department which had the FBI 
standing by to move in but Mr. Laird pulled the investigation 
back, claiming he made a deal with Tom Wicker of The New York 
Times that if he returned the copy of the memo in question, 
only "Administrative Action" would be taken. ‘The Air Force 
Captain concerned was never directly accused and nothing 

was ever placed in either his Personnel file or Security 

file to reflect his deed. Had he come up for Major he 


would have been promoted. 


Approved For Release 2001/11/23 : Pio woe mero peeves lee 


Approv8@F or Release 2001/11/23 : CIA-RDP81996142R000700040015-8 


5. The case breaking in December 1971 involving Yeoman 
Charles Radford and the transmittal of highly classified 
documents stolen from the briefcases of Dr. Henry Kissinger 
and General Alexander Haig was a classic case of an investi- 
gation being impeded by not only the White House but by 
Senator Stennis and his Senate Armed Services Committee. 
Although Radford confessed to purloining these documents, 
and his boss, Rear Admiral Thomas M. Welander, and 
Welander's boss, Admiral Thomas M. Moorer, admitted re- 
ceipt of them, no action was taken. Senator Stennis' final 
report suggested that the actions of Radford and Welander 
should be considered in their next efficiency reports. 
Neither David Young or Egil Krogh (Co-Plumber Chiefs), my- 
self (Chief Investigator of the DoD case), John Ehrlichman, 
or Jack Anderson was ever called by the Stennis Committee 
which held only 19-1/2 hours of hearings, including recess 
time covering 3-1/2 days over a 2-month period, and there- 
after took 8 months to generate a ridiculous 1l-page final 
report. The matter was never turned over to the Justice 
Department for a prosecutive opinion and the FBI was never 
requested to assume the investigation. It did piecemeal 
work, but never knew the full story. 


6. On July 23, 1971, The New York Times carried an article 
entitled "U.S. Asks Soviets to Join in a Missile Moratorium," 
by William Beecher. Never have I seen the White House so shook 
up. President Nixon was furious because Beecher's article dis- 
closed our fall-back position in the SALT discussions planned 
in the next day or two. Presidential tape conversations re~ 
leased of his July 27, 1971 conversations with Egil Krogh and 
John Ehrlichman demonstrated his wrath toward a then suspect, 
Dr. William Van Cleave. Again, this investigation met with 
obstruction. CIA @ polygraphers were brought in sub-rosa and the 
FBI polygraphers were dropped at the last minute. Although 

the investigation led to the doorstep of Senator Henry Jackson, 
the FBI never was given authorization to interview him. 
Beecher, who was the subject of 22 investigations and, I be- 
lieve, responsible for all principal SALT leaks from 1968 
through 1973, was made Deputy Assistant Secretary of Defense 

in April 1973 and in September 1974 became Acting Assistant 
Secretary of Defense, departing in May 1975, Two months later 
he announced Top Secret information in an article in the 
Boston Globe dated July 31, 1975, entitled "U.S. Believes Israel 
Has More Than 10 Nuclear Weapons." Later a former DIA official 
confirmed Beecher's statement amidst refusals of comuents from 
our State Department and the Israeli officials. 
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7. Briefly I'll refer to 3 separate cases involving Navy 
Admirals who were guilty of unauthorized disclosures, but 
only received a "slap on the wrist." One received an ad- 
ministrative transfer to Tokyo in 1967; another who com- 
promised our 10-year lead over the Soviets on Anti-Submarine 
Warfare in 1969 received an oral reprimand. Senator or 
Congressman Chet Holifield, who was then head of, I believe, 
an Atomic Energy Committee, advised the Secretary of Defense 
by letter dated November 17, 1969 that he was satisfied with 
the oral reprimand and requested no written reprimand be 
placed in the Admiral's file. Dr. Foster, then Director 
of the Directorate for Defense Research and Engineering, was 
so incensed that he was ready to declassify necessary material 
for a prosecution; and lastly we have the Admiral who in 
April 1971 was strongly suspected of giving a Dr. Kissinger 
highly classified report to the president of an aircraft 
corporation and was allowed to “coast out" of the service 
into retirement a few months later unscathered although 
grounds existed for a prosecution. 


8. Page 24 of Newsweek Magazine dated July 1, 1974, reflects 
a picture of Senator Lowell P. Weicker who admitted being the 
source of “key leaks in the early Watergate investigation." 

He stated he did it to promote the truth in the Watergate mat- 
ter. Of course, there was no prosecution, not even a referral 
to Justice Department. 


9, Congressman’ Michael Harrington in June 1975 admitted fur- 
nishing the press highly classified data about Central Intelli- 
gence Agency operations in Chile, causing great national 
security consequences. Chairman John J. Flynt of the House 
Ethics Committee dismissed the complaint against Congressman 
Harrington of unauthorized disclosure of a Secret CIA trans- 
cript because when the data was learned by Harrington it was 
not an official session of the House Armed Services Committee 
and no quorum was present. The case was never referred to the 
Justice Department. 


10. And then there was the famous case of Daniel Shorr, who 
admitted he provided a House Intelligence Committee report to 
the newspaper Village Voiee. Again this matter was never re- 
ferred to the Justice Department, but instead the House Ethics 
Committee called in a team of former FBI agents to investigate, 
when the matter clearly fell within the FBI's jurisdiction. 


~B- 
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11. And lastly we have Dr. Henry Kissinger's self-glorification 
leaks such as in the Edward R. Il’. Sheehan article entitled 

"How Kissinger Did It; Step by Step in the Middle East" and 

the hundreds of more White House, State Department and Military 
leaks to publicize the respective viewpoints and budget requests. 
Only the little person gets clobbered. 


Categories of Leak Cases 


1. Unauthorized disclosures in the news media may be said to fall in 
the following categories: 


a. Those that appear in technical publications such as 
Aviation Week and Space Technology; 


b. Those which are contrived leaks by someone in the 
administration; 


c. Those which are leaked by the military to aid support 
of their budget request: 


d. Those of a "if you can do it, 1 can do it" retaliatory 
nature when some high Government official, White House, or DoD, 
makes a statement utilizing classified information which he 
has just declassified, and a Congressman in defense of his 
position leaks something of a classified nature to support 

his point; 


e. Those by an individual within the Government system 
who would have anti-war feelings or anti-U.S. Government 
feelings concerning dealings with another government; 


f£. Those of a nature where an individual in Government 
circles to impress a member of the press discloses wittingly 
or unwittingly his knowledge of a classified subject; 


8. Those of a nature made by high level administration offi- 
cials through impromptu replies to a newsman after a speech. 


2. Explanation of the above: 


a. Unauthorized disclosures appearing in technical publica- 
tions frequently are determined to have been information which 
has been declassified previously as in the case of Congressional 
testimony, information of an unclassified nature which has been 
collated on a piece-by-piece basic and woven into an article; 
and information which public affairs departments of the contrac- 
tor companies have released to get some "free publicity." 
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b. The contrived leaks are by individuals in the admini- 
stration, who, in the case of SALT matters, released 
information as a trial balloon to get public reaction, to 
get Congressional support for defense appropriations spon- 
sored by the administration, or to "do a little sword rat- 
tling" at the enemy. 


c. Classified information leaked by the military to aid 
support of their budget comes at such time that there is 
an indication their request for additional ships, aircraft, 
or tanks may be cut off of a Defense appropriation. Some 
services even have their own favorite newspaper people to 
whom they provide the information. 


d. “If you can do it, I can do it" cases developed from 
an administration official suddenly declassifying some 
material for the benefit of his argument being followed 

by a Congressman making his point indirectly through a 
news reporter by furnishing that individual classified in- 
formation for a story to make his (Congressman's) point. 


e. Those by an individual within the Government who op- 
posed U.S. Government policy toward a foreign government 
arise from an individual's religious convictions or 

sympathy toward the foreign country, or his anti-war feelings. 


f. Those of a nature where an individual in Government 
circles tries to impress the news media with the knowledge 
of how important he is and how much access he has to high 
level discussions and does so wittingly, and those where 
the individual makes unwitting disclosures to a news re- 
porter by the news reporter's very clever questioning. 


g. Those where a highly placed Government official handles 
so much classified material that he becomes oblivious to 

what is classified and what is not, and through questioning 
by news reporters after a speech makes an improper disclosure. 
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Covert Leaks 

These are leaks of much greater importance as rule than Overt leaks 
as we only learn of them through informant coverage and often have no 
idea as to the full extent of the compromise. Unfortunately, as in the 
recent case of the Army Sargeant at NSA selling Top Secret data to 
foreign agents, the culprit may escape prosecution in the best interests 
of national defense. However, little thought, if any, has ever been 
given to consideration of resurrecting the prosecution later when the 
initial prohibiting factors no longer remain. 


The sorry thing about the recent problem with the Army Sargeant is 
that we don't seem to learn anything from experience. In 1963, Army 
Sargeant Robert Lee Johnson, who was an NSA courier, was co-opted by the 
Soviets. In 1965, Air Force Sargeant Dunlap, also at NSA, was another 
Soviet conquest. All three of the above cases could have been avoided. 
Unless things have changed since lI retired from the Government, the 
military services would not allow its personnel to be polygraphed, at. 
NSA or elsewhere, yet routinely all civilian personnel were polygraphed. 
At one point and time it was my understanding that 50% of the military 
personnel who shipped over to civilian positions at NSA flunked out on 
the polygraph. 


The normal procedure for the Soviets, after dealing with a co-opted 
U.S. person, is to polygraph him to check his integrity, but we don't 
feel it necessary to do the same for our own counterintelligence pur- 
poses. I would propose that all personnel holding sensitive intelli- 
gence positions be polygraphed at unannounced periods not to exceed one 
year. Such an action, had it been already in effect, would have un- 
doubtedly surfaced the recent NSA Sargeant who foreign agents co-opted. 


Potential Leaks 


These are leaks which may result from some disenchanted person, 
military or civilian, defecting and orally providing classified infor- 
mation. Also, another source is from lost or misplaced classified 
documents. As regards disenchanted personnel, no mechanism exists for 
handling these people. It most often is done on a case-by-case basis by 
the agency or military service concerned with the highest emphasis being 
placed on avoiding embarrassment to their organization and lowest their 
concern for national security. The National Security Council (NSC) is 
rarely, if at all, informed. We are in need of an Intelligence Security 
Advisory Board, perhaps even as a part of NSC, to determine how these 
cases should be handled. 
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Examples of the foregoing are as follows: 


1. In 1967 an Army enlisted man with Top Secret Communications 

knowledge deserted and while in neutral country indicated he in- 
tended to defect. The Army pleaded with him to return with the 

promise of an immediate discharge and no administrative action. 

This is the so-called commander's prerogative. He was returned 

and discharged at Ft. Dix, New Jersey. I personally calied the 

FBL and arranged for him to be interviewed to determine his in- 

tentions. 4 


2. In the middle 1960's there was a case spurt so highly 
sensitive it was assigned a code name. It involved an Army 
enlisted man possessing highly classified knowledge. He 
either contacted the Soviets or indicated he would. Inittialy 
steps were taken to control him. Finally he was discharged 
from the military but contrary to popular opinion neither he 
nor the above-mentioned Army enlisted man, receiving the 
24-hour discharge, came within the FBI jurisdiction, so the 
FBI could-:not monitor them. In the latter case a job was 
arranged for the discharged soldier but DIA (Defense Intelli- 
gence Agency) never bothered to keep a running damage assess- 
ment concerning his knowledge. No one seemed to know when 
his data would "cool." However, every time he disappeared 
DoD officials got quite excited. 


3. Again in 1967 an ex-Air Force officer, who was a nuclear 
control officer abroad, became mentally unstable. He threatened 
to publicly disclose highly classified data. The Air Force 
promptly returned him to Andrews Air Force Base Hospital, gave 
him some psychiatric treatment, and then discharged him. TI per- 
sonally contacted FBI Headquarters and arranged to have him 
interviewed. He indicated he would return to Europe and go to 
East Germany. There was nothing the FBI could do; however, the 
Air Force, and the Army. as indicated above, each solved its 
problem by discharging the men. 


4. In 1968 a Navy enlisted man contacted the Soviet Embassy 
in Tokyo and offered U.S. secrets. His commanding officer 
offered him immunity if he confessed, which he did. The Navy 
later assigned him to a distant post and kept him abroad until 
his enlistment expired. 


In all of the above cases, the matters were all handled "off the top 
of the heads" of a few individuals and there was no coordination with inter- 
ested Government agencies such as CIA and, in particular, the National 
Security Council. These cases surely indicate a need for more centralized 
control of such persons. 
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5. A specific case in which a military service has, in my 
opinion, put personal embarrassment above nattonal security 

is one concerning a high ranking civilian intelligence officer . 
who was caught in a homosexual situation. This individual had 
access to a great deal of sensitive information and a compro- 
mise of him by enemy foreign intelligence could have grave 
consequences. The person in question was allowed to resign. 
Although my former office (DINS) was supposed to be notified 

of such situations, we were not. I was personally contacted 

by an frate intelligence officer in the man's organization. 

I was later told the person was very rank conscious and would 
not, if at all, be interviewed by persons of Lesser rank. TI 
believe I have a capability of bluntly expressing myself and I 
assured all concerned parties he would be interviewed or I 
would take personal action. It was imperative, and the con- 
cerned person knew it, that he be interviewed and polygraphed 
to assure us that he had not been co-opted by any enemy foreign 
intelligence because of his weakness. If so, much counter- 
intelligence action would have to be taken, The subject agreed 
to my request and our investigation reflected no compromise had 
occurred. 


Numerous classified documents are lost. Normally only the losing 
agency is aware of the fact. No requirement exists to report same to 
anyone and most generally the matter is kept a secret. Even in those 
instances the documents are recovered, it is never known the extent to 
which a compromise may have taken place but at least some authority such 
as the National Security Council should be made aware. 


One case which comes to mind took place in January of 1970 when the 
Top Secret Annual Report of Nuclear Stockpile Information sent to Mini- 
sters of Defense of NATO countries was, through sheer carelessness by an 
office in the Pentagon, distributed in the routine mail channels rather 
than by DIA courier. The Top Secret material sent to the Canadian 
Minister of Defense ended up being handled as though it was a piece of 
normal mail sent by any citizen, thereby being opened and reviewed at a 
very low level. Those reports sent abroad did not show up for at least 
30 days, which brought the matter of possible compromise to our atten- 
tion. We managed to track the mail from Washington to New York, by boat 
to Europe, and thereafter by train to certain foreign countries. In 
one instance we learned that the mail had traveled all through Yugoslavia 
and finally showed up in Athens, Greece. A military officer proudly 
informed me that the material had safely arrived and the envelope had 
not been opened. I then informed him that if the recipients in Greece 
could determine the envelope had -mm been penetrated, then I felt the 
whole Yugoslavia Intelligence should be abolished. 


The important thing is that no mechanism or requirement then ex- 
isted or now exists to alert the FBI, CIA, or the NSC. This can also be 
said for numerous other lost classified document cases. The other 
intelligence agencies could not take any positive action but, at least, 
could be alert through sources and informants for any information re- 
Electing any knowledge of possible compromise. 


Approved For Release 2001/11/23 : CIA-RDP81-00142R000700040015-8 
~13- i 


Approv@®For Release 2001/11/23 : CIA-RDP8190142R000700040015-8 


Probably the most unique instances I know of concerning the Poten- 
tial types relate to Yeoman Charles Radford and another sailor who 
worked in the National Security Council mailroom. When I came upon the 
latter as a possible accomplice of Radford's in connection with a 1971 
military spying case on the White House, he was immediately transferred 
to his office of preference — Corpus Christi, Texas, where his wife, who 
refused to join him in Washington, resided. 


Radford was a stranger to Admiral Elmo Zumwalt, who during the 
1971-72 era was Chief of Naval Operations, but who had not been advised 
of the Pentagon spy matter involving Radford, Welander, and Moorer. It 
wasn't until January 4, 1972 that the then Acting Secretary of the Navy 
ordered Radford transferred "with no questions asked" as that, Zumwalt 
was told, was how the orders came from the White House. Zumwalt had to 
go to Admiral Moorer to learn of what had been going on during the two 
previous weeks. Initially Radford had been transferred to a billet in 
the Northwest which he did not like and made it known to Zumwalt. After 
much hassling, some two weeks later, Radford got the billet he desired. 
Zumwalt wasn't sure that he was, in fact, running the Navy or whether 
Radford was. Reportedly, the White House did not want Radford punished 
for fear he would testify in court about his spying activities on 
Kissinger and the President, and giving the results to Moorer. 


In February of 1974, when Senator John C. Stennis of the Senate 
Armed Services Committee learned Radford would appear on the Mike 
Wallace "60 Minutes" Sunday night show, he quickly hi-jacked him by 
having the Navy deliver him to his office on the Saturday before his 
scheduled appearance. Radford appeared 10 days later before Stennis' 
Committee. Senate members of the Committee were heard to complain about 
getting the results of the Radford interview by Stennis when they 
arrived for the hearing on February 20, 1974, and not earlier when they 
might have prepared themselves to interrogate him on that day. 


Transcript of the hearings reflect Radford was handled with "kid 
gloves," and the sailor in the NSC mailroom was never called to tes- 
tify, and to my knowledge never interviewed under oath by the Committee 
or anyone else at any time. 


The point of the Foregoing is that the NSC mailroom sailor and 
Radford are still un-defused time bombs and still enjoy the status of 
the "Sacred White Cow of India." fach undoubtedly could embarrass the 
U.S. Navy and the U.S. Government. 


In closing, let me say "leaks" of an Overt type can be greatly con- 
trolled if a more aggressive investigative effort is put forth. Leaks 
of the Covert and Potential type should be given more attention, and a 
greater effort to prosecute these cases and the Overt types should be 
made if there is to be any deterrent. 
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